for Business Continuity Framework

Business Continuity (“BC”) is high priority for Gulf
International Bank B.S.C. (“Bank” or “GIB”). The Bank has
implemented a Business Continuity Framework (“BCF”) to
ensure readiness to responding to any crisis/disruption incident
and to provide assurance of business continuity to serve its
clients, protect its staff and assets. The Bank’s BCM Steering
Committee (“BCMSC”) is the governing body represented
by the senior executive management of the Bank with the
mandate to oversee the BCF implementation through a
defined Business Continuity Programme (“BCPr”). The BCF
ensures the readiness of GIB to tackle any crisis/disruption.

The BCF governing policy is reviewed and approved by the
Board of Directors and Senior Management. The Policy outlines
GIB’s capability to ensure continuity and availability of the
Bank’s operations and services based on the Central Banks’
requirements across geographies in which the Bank operates,
including the Kingdom of Bahrain, Kingdom of Saudi Arabia,
and the United Arab Emirates, as well as market industry
practices.

The BCPrincludes building, reviewing, testing and maintenance
of GIB's resilience capabilities and leveraging our resources and
infrastructure which include but are not limited to alternate
data centres, alternate business continuity sites, cyber
resilience, data storage, back-up and restoration and facilities
to support remote working.

The BCF comprises of five core BC components that provide
the assurance needed to respond to a crisis/disruption
incident.

BCM Strategy

The Business Continuity Management Policy is a Board
approved mandate that stipulates the mandate for the Bank
in terms of developing, maintaining, testing, and exercising BC
capabilities based on local regulations and market practice
that safeguard the interest of the Bank’s stakeholders.
Based on the Bank’s business strategy and Board approved
policy, the Bank has implemented a BC Strategy covering
technology, cyber resilience, data management (back-up,
protection, restoration) and testing.

The BC strategy aims to set out the long-term approach to be
taken by the Bank which:

Provides a framework - for managers and other
decision makers - for mitigating, responding to
and managing disruptive events; and

Sustains the capability of the Bank to continue
functioning as a viable business entity, by
providing for the continuation of delivery of
critical services within specified time frames.

BCM Governance:

GIB has adopted market industry practices and aligned with
local regulations to establish a set of governance principles
that oversee the management of the BC risks and mitigations
to protect the Bank’s stakeholders (including staff, employees,
and customers).

GIB has a dedicated team of BC professionals responsible for
implementing, managing, and maintaining the Bank’s readiness
to respond to a business disruption.
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The Governance includes a senior management BCMSC and a Crisis Management
Team (“CMT”). During a major crisis/incident the CMT manages the overall Bank
response until normal operations is restored through the Emergency Command
and Control Centre and provides effective communication using the approved
Crisis Communication Guidelines/Plan. The Bank adopts an Awareness and
Training program designed for all staff and vendors as deemed necessary to provide
awareness on the overall framework.

Risk Assessment
and Business Impact Analysis (BIA):

The Bank performs annually a BC Risk Assessment to determine the risk factors that
have the potential to cause an impact. The multi-dimension assessment measures
the likelihood and severity. The outcome of the assessment allows the Bank’s
departments to determine the criticality of their functions/services and the impact
of the disruption (i.e., those requiring priority in recovery following a disruption). Based
on the BIA, the Bank’s applications are classified, and a Recovery Time Objective
(RTO) and Recovery Point Objective (RPO) are established.

Business Continuity
and Technology Disaster Plan:

The Bank documents its actions to respond to the BIA through Business Continuity
Plans (“BCP”). The BCP enables the Bank to continue delivering its critical and
prioritised services, at an acceptable and pre-defined level. The BCP covers multiple
possible scenarios for disruption and the recovery strategies which the Bank adopts
to restore the business. The Bank’s Information Technology Disaster Recovery Plan
(ITDRP) focuses on restoration of the Bank’s core infrastructure as the per agreed
Recovery Time Objective (RTO) and Recovery Point Objective (RPO), including
networking, applications, market-data feeds, and other shared technologies to
ensure the continuation of critical business systems processing

Maintenance, Testing and Review:

The Bank ensures the validity of the departments’ BCP through an
annual testing cycle that covers multiple scenarios that focus on the alternate data
centre, alternate business continuity site, the contingency power mechanisms (such
as back-up generators, uninterrupted power supplies), the cyber-resilience controls,
the data back-up and restoration and the overall evacuation procedures including
response to natural disasters and man-made threats.

The annual testing assesses GIB's state of readiness for foreseeable operational
disruptions and provides:

Continual reassessment of risks due to the changing environment and
their potential impact to the Bank’s business continuity

Identification of changes to GIB’s business operations that may affect
the BC plans of departments and the overall BCP

Introduction of new recovery strategies and technologies that become
available.

The results of these assessments enable the Bank to identify and integrate new risk
scenarios into the program as well as drive enhancements to the Bank’s technology
resilience and business recovery solutions when needed.
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